DOCTORAL (PHD) STUDIES COURSE UNIT DESCRIPTION

Course unit title Scientific areas Faculty Institute,
department

Cybersecurity of Systems Informatics (N009) |Faculty of Institute of Computer Science,
Mathematics & Cybersecurity laboratory
Informatics

Study method Number of credits | Study method Number of credits ECTS

ECTS

lectures 1 (autumn) consultations 1

individual 4 seminars 1

Summary

This course introduces the fundamental concepts of cybersecurity (CS), enabling students to delve into
more complex topics, including horizontal CS applications in computer science. The course covers the
entire spectrum of secure digital space management, the modeling of digital twins relevant to the field,
the security of information and network communication flows, and digital investigations. CS is
inseparable from organizational maturity, best practices, and the human dimension as both the creator
and user of digital systems. Thus, the topics will range from compliance with system requirements and
applicable standards to risks posed by human factors, taking into account the latest scientific
achievements and trends in technology applications. The course examines various risk mitigation
strategies designed to reduce the impact of vulnerabilities, neutralize threats, and protect an
organization’s data and system resources.

The aim of this course is to provide doctoral students with knowledge of cybersecurity and to develop
their ability to formulate security requirements for software, including doctoral prototypes, identify the
attack surface of computer systems, and assess threats and risks using appropriate algorithmic and
technological solutions and methodologies.

Main course topics:
* A holistic approach to cybersecurity
* Security policies, standards, and EU directives
« Attack surface identification, threat and risk assessment
* Software security assessment methods and standards
* Vulnerability detection methods
* Digital twin modeling
* Digital forensics methods
* Malicious code analysis environments and behavioral analysis
* Application of modern technologies in defense
* Security of the research

Practical assignment: Based on the topic of your research, select a cybersecurity project to implement,
model the attack surface, utilize the cybersecurity testing ground to test cybersecurity defense tactics,




conduct experiments to manage cybersecurity threats and evaluate the selected tactics, prepare a project
report, and present it in a presentation.
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