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Tyrimo objektas:

Fiksuotos bazés daugiaskaliarinés daugybos
algoritmai maziems uzdaviniams, kurie naSumui
pagerinti naudoja isankstinius skaiCiavimus.

Tyrimo tikslas:

IStirti krepseliy metodo efektyvumg mazai
daugiaskaliarinei daugybai, kai taikomi iSankstiniai
skaiCiavimai, ir pasitlyti sio metodo nasias
modifikacijas.
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Rezultatai

* sukurti nauji efektyvas isankstiniais skaiCiavimais
pagrjsti Pippengerio algoritmo variantai;

* jgyvendinti algoritmai vieningoje programinéje
sistemoje, palaikancioje kelias ECC bibliotekas, kad jy
vertinimas buaty tikslus ir atkuriamas;

* istirtas sitlomy varianty nasumas, palyginant juos su
kKitais algoritmais.
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Plano vykdymo suvestine

Studijy metai Egzaminai
Planas | Jvykdyta
1(2018/2019) 1 1
IT (2019/2020) . 3
I11 (2020/2021) 1
IV (2025/2026)
IS viso: 4 4
Studijy metai Dalyvavimas konferencijose Publikacijos
Tarptautinése Nacionalinese Su citay, rodikliu Be citav. rodiklio
Plana | Ivykdyta | Planas | Iyykdyt | Planas | Jvykdyta | Bukl | Planas | Jyykdyta | Buklé
S a é
1(2018/2019) 1 :
11(2019/2020) | 1 18 Publi
kuota
I11 (2020/2021) 1 1 1 iy Publi 1~ Publikuota
kuota
IV (2025/2026) 254 1 2% Tteik
ta
IS Viso 2 3 1 1 2 4 4 0 1 1
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Moksliniy tyrymuy etapali

Darbo pavadinimas Atlikimo Pastabos
terminai
1. Moksliniy tyrimy disertacijos tema apZvalga ir 2018 m. spalio mén. — | Atspausdinta
analize (Lietuvoje ir uzsienyje): 2019 m. spalio meén. apzvalgine
1.1. Atlikti bloky grandiniy tinkly analitine apZvalga. publikacija Sios
1.2 Nustatyti (identifikuoti) mokslines problemas, dalies pagrindu.

kylancCias uzdaviniuose, susijusiuose su bloky
grandiniy spartinimu naudojant negrandinines (angl.
off-chain) transakcijas.

2. Mokslinio tyrimo vykdymas: |
2.1. Tyrimo metodikos sudarymas: 2019 m. lapkricio mén. _Fo.kusu.(}]an'.laSL
. : . L . | simuliatoriy
2.1.1. Tyrimo metodikos iSsikeltam uzdaviniui spresti | - : .
. .. tyrimus, kurie
parinkimas; 2020 m. sausio meén.

Lo L : : leisty jvertinti
2.1.2. Teorinio ir empirinio tyrimy suplanavimas tl

. : protokoly
pagal pasirinkta metodika. patobulinimus
2.2. Teorinis tyrimas: 2020 m. vasario men. — | nasumo
2.2.1. Sriciy, kuriose tikslinga spartinti bloky 2020 m. spalio mén. atzvilgiu.
grandines negrandininémis transakcijomis Nustatyta, kad
identifikavimas; tinkamy
2.2.2. Bloky grandiniy spartinimo naudojant simuliatoriy
negrandinines transakcijas tyrimas; naujos kartos
2.2.3. Bloky grandiniy spartinimo naudojant PoS
negrandinines transakcijas modelio suktrimas ar protokolams
testavimas. néra.
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Moksliniy tyrimy etapal

2.3. Empirinis tyrimas:

2.3.1. Bloky grandiniy spartinimo naudojant
negrandinines transakcijas pritaikymas 2.2.1
uzdavinyje identifikuotoms praktinéms sritims.

2020 m. lapkricio mén.
— 2021 m. geguzés
men.

publlkacqa Sios
dalies pagrindu.

2.3.2. El. komercijai pritaikyto bloky grandiniy Tolesnl ‘tyr?rf'lal
sprendimo, naudojancio negrandinines transakcijas, M !
tyrimas ir tobulinimas. Ep’[lmlzavynq
riptografijos
2.4. Gauty rezultaty analizé, apibendrinimas, 2021 m. birZelio mén. —| algoritmy
iSvady parengimas: 2021 m. spalio mén. (KZG10 ir kt.),
2.4.1. Gauty rezultaty analizé; kurie jgalina
2.4.2. Rezultaty apibendrinimas, esminiy rezultaty didinti
iSskyrimas; transakcijy
2.4.3. I8vady parengimas. naSumga
duomeny
shardingo
pagalba
3. Atskiry daktaro disertacijos daliy (tyrimo metodikos, | 2021 m. lapkri¢io mén. | Planas nusikéle
rezultaty, ginamy teiginiy, iSvady ir kt.) parengimas: | — 2022 m. geguZés meén.| 4 metams del
3.1. Tiksly, uZdaviniy, tyrimo metodikos, ginamyjy akademiniy
teiginiy patikslinimas; atostogy j 2025-
3.2. Analitinés disertacijos dalies parengimas; 2026.
3.3. Teorinés disertacijos dalies parengimas;
3.4. Eksperimentinés disertacijos dalies parengimas; Pasiiilyta nauja
3.5. Bendryjy iSvady formulavimas. Seima algoritmy
konkreciai
mokslinei
problemai -
multi-skaliarinei
daugybai, kuri
naudojama tiek
ir KZG10
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Moksliniy tyrimy etapai

naudojama tiek
ir KZG10
schemoje, tiek ir
labai placiai

kitur (pvz.
parasy
verifikavime).
Parengia 60%
disertacijos
juodrascio.
4. Daktaro disertacijos parengimas ir svarstymas 2022 m. birZelio mén. | Parengta 90%
padalinyje (planas nusikele i disertacijos
2026) juodrascio.
5. Daktaro disertacijos gynimas 2022 m. rugséjo mén. | Parengta 100%
(planas nusikelé i disertacijos
) juodragtio.
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Like darbai

Sulaukti jteikty straipsniuy (CA WoS zurnaluose su
citavimo rodikliu) recenzijy ir pakoreguoti straipsnius
pagal recenzenty pastabas.
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KZG10 Polynomial Commitments:
Trusted Setup

A common (not desired) requirement for Zero Knowledge schemes;

KZG10 needs prover and verifier to know [s']; and [s'] for
i=0,....n—1;

Secret s must be not be known to anybody and it's computation too hard
to recover it from the given trusted setup;

Secure Multiparty Computation (MPC) is a secure way to generate
Trusted Setup if at least single party is honest;
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KZG10 Polynomial Commitments:
Commitment

KZG10 polynomial commitment is a polynomial evaluated at secret s that
nobody knowns:

[p(s)]1 = [Z pis']y = Z pils'l1 (2)
i—0 i—0

The probability that any another polynomial has the same commitment at
unknown secret s equals to the degree of polynomial (not higher than
trusted setup size) divided by elliptic curve group order. Let's say for the

trusted setup of size 2?° and elliptic curve order 22°° the probability is
226/2255 _ 2—230_
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Multi-Scalar Multiplication:
Pippenger Example
When r is small we group elements by scalar:

S124=2P;+3P,+ 3P3+ 2P, + 1Ps + T1Ps+ 3P; + 2Pg + 2Pg + 3P +
1P;1 + 3P12- 37 group operations

S124=1(Ps+Ps+Py)+2-(P1+Ps+Pg+Pg)+3-(P+Ps3+P;+
Pio+ P13) = 15;+ 2S5, + 3S;.

1S;+ 2S5, + 3S3 =53+ (S3+ S,) + (S3+ S>+ ;) - this needs onIy 4
group operations + 9 group operations for each subsum.
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Multi-Scalar Multiplication:
Pippenger (large scalars)

When ris large we break down each scalar:
h—1

a; = Zﬂfﬁjqjj 0 E aij < il h = [ngq T-|

3=0

Sj Z:Elljjpl—l—{lzjjpg—'—"‘—l—ﬂﬂ:jpn (0 §j§h—l)

mn n h—1 h—1 n
Sﬂ,? :Zatpz :Z (Z a*ijqj) Pz — qj (Z aijpi)

i=1 =1 gji=={] =1

h—1 ‘
e Z q‘?Sj!
7=0

J
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Multi-Scalar Multiplication:
BGMW

Points are fixed for KZG10 (and many other applications of

MSM) so we can nrecompute giP;
h—1

a; = Zﬂfﬁjqjj 0 E aij < il h = [ngq T-|
3=f)

Sj Z:Elljjpl—l—{lgjjpg—""‘—l—ﬂﬂ:jpn (0 §j§h—l)

n h-—1

n n h—1
Sn.r :Zaipi :Z (Z a*ijqj) P, =) > a;-¢P,

i=1 =1 \j=0 =L

This requires at most nh + g - 3 group operations.
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Extension I

Precompute pairs Pi+P;(in addition to BGMW) for indices

£
tw

(1,7) € L,J {(a,b) : a,b e {dtn,dtn+1,...,(d+ 1)tn —1}, a < b, }
d=0

where w denotes the window size in bits, n is the MSM size, k is the
scalar size in bits, and t is the chunk size
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Extension II

e Extension | + Booth indexes

* Precompute pairs P;+ P;and Pi- P;(in addition to BGMW) for indices

E%—l
(i,§) € L.J {(a,b) : a,be {dtn,dtn+1,...,(d+ 1)tn — 1}, a < b}.

d=0
where w denotes the window size in bits, n is the MSM size, Kk is the

scalar size in bits, and t is the chunk size
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Extension III

 Extension Il + further buckets reduction

* Precompute pairs aP; = bP;(in addition to BGMW), where

a,bc®, ©= {29 10 e [o,...,w—n},

k
tw1

(i,7) € U {(a,b) : a,b € {din,din +1,..., (d+1)tn—1}, a < b}.
d=0

where w denotes the window size in bits, n is the MSM size, k is the
scalar size in bits, and t is the chunk size
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Extension IV

« Extension | + triples.

* Precompute:

P;-ij,
where
|
(G,5) € |J {(a,b) :a,b € {dtn,dtn+1,...,(d+ 1)tn — 1}, a < b}
d=0
and triplet sums
P, + Pj + P,
where
|
(i,7,m) € U {(a,b,c) :a,b,c € {dtn,dtn+1,...,(d+ 1)tn — 1}, a < b < c}.
d=0

where w denotes the window size in bits, n is the MSM size, k is the

scalar size in bits, and t is the chunk size 18/ 8



Extension V

e Extension IV + Booth encoding.

* Precompute:

B+Pj P!_P?:

where

ke

tw

i,5) € |J {(a,b):a,b € {dtn,dtn+1,...,(d+ 1)tn — 1}, a < b} .
d=0

and triplet precomputations

Ri+Pj+PrrL: _Pi'i‘}jj"‘Pma
H_Pj+Pm,a R+E}'_Pma
where
k3
(i,j5,m) € U {(a,b,¢) 1 a,b,c e {dtn,dtn+1,... (d+ 1)tn — 1}, a < b < c}.
d=0

where w denotes the window size in bits, n is the MSM size, k is the

scalar size in bits, and t is the chunk size 19/ 98



Extension VI

* Extension V + overlapping chunks.

* Precompute:

D—1
(i,5) € | {(a,b) s a,b € Agp(n,t), a < b}
d=0
and
D—1
(¢,4,m) € U {{a,;b,e) 14, b,c € Agpln, t), a £b< e},
d=0
where
Adp(n,t) ={d(1 — p)tn, d(1 —p)tn+1, ..., d(1 — p)tn+tn — 1}

and the number of overlapping chunks D is given by

b= [(f:ﬁf)tbl‘
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Experiments: Rust-kzg library

* Implemented in Rust (high performance and safety);
* Contains test suites and benchmarks;

* Used by some real world projects and scientists;

e Over 40 students involved,;

* Opensource (Apache 2.0 license).
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MSM size 2': Fixed Window vs. Extensions I-III
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MSM size 24: Fixed Window vs. Extensions I-III
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MSM size 2% : Fixed Window vs. Extensions I-III
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MSM size 2': Fixed Window vs. Extensions IV-VI
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MSM size 23 : Fixed Window vs. Extensions IV-VI
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MSM size 25 : Fixed Window vs. Extensions IV-VI
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Questions
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