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Tyrimo objektas:

Bloky grandiniy protokolai orientuoti | spartesnj
transakcijy vykdyma.

Tyrimo tikslas:

Tobulinti ir modifikuoti esamus bloky grandiniy
protokolus, siekiant didinti transakcijy
pralaiduma.
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Planuojami rezultatai

 Atlikti bloky grandiniy protokoly analitine apzvalgag

* Nustatyti (identifikuoti) mokslines problemas, kylancias uzdaviniuose,
susijusiuose su transakcijy pralaidumo didinimu bloky grandiniy
protokoluose

* Pasitlyti patobulinimus egzistuojantiems bloky grandiniy protokolams
siekiant padidinti transakcijy pralaidumg

* Pasitlyty patobulinimy pagrindu realizuoti prototipg

* EksperimentiSkai iStirti patobulintas protokoly versijas ir jy savybes
palyginti su pradiniais protokolais
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Plano vykdymo suvestine

Studijy metai Dalyvavimas konferencijose Publikacijos
Tarptautinése Nacionalinése Su citav, rodikliu Be citayv, rodiklio
Plana | Ivykdyta | Planas | Jvykdyt | Planas | Jvykdyta | Bukl | Planas | Ivykdyta | Bukle
5 é
1(2018/2019) 1 %3 0 1 Publikuota
11 (2019/2020) 1 1 Publi
kuota
111 (2020/2021) 1 24° 1 17 Publi | O 14 Publikuota
kuota
IV (2025/2026) 1
IS Viso 2 2 1 1 2 2 0 0 0 0
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Moksliniy tyrymuy etapali

Darbo pavadinimas Atlikimo Pastabos
terminai
1. Moksliniy tyrimy disertacijos tema apZvalga ir 2018 m. spalio mén. — | Atspausdinta
analize (Lietuvoje ir uzsienyje): 2019 m. spalio meén. apzvalgine
1.1. Atlikti bloky grandiniy tinkly analitine apZvalga. publikacija Sios
1.2 Nustatyti (identifikuoti) mokslines problemas, dalies pagrindu.

kylancCias uzdaviniuose, susijusiuose su bloky
grandiniy spartinimu naudojant negrandinines (angl.
off-chain) transakcijas.

2. Mokslinio tyrimo vykdymas: |
2.1. Tyrimo metodikos sudarymas: 2019 m. lapkricio mén. _Fo.kusu.(}]an'.laSL
. : . L . | simuliatoriy
2.1.1. Tyrimo metodikos iSsikeltam uzdaviniui spresti | - : .
. .. tyrimus, kurie
parinkimas; 2020 m. sausio meén.

Lo L : : leisty jvertinti
2.1.2. Teorinio ir empirinio tyrimy suplanavimas tl

. : protokoly
pagal pasirinkta metodika. patobulinimus
2.2. Teorinis tyrimas: 2020 m. vasario men. — | nasumo
2.2.1. Sriciy, kuriose tikslinga spartinti bloky 2020 m. spalio mén. atzvilgiu.
grandines negrandininémis transakcijomis Nustatyta, kad
identifikavimas; tinkamy
2.2.2. Bloky grandiniy spartinimo naudojant simuliatoriy
negrandinines transakcijas tyrimas; naujos kartos
2.2.3. Bloky grandiniy spartinimo naudojant PoS
negrandinines transakcijas modelio suktrimas ar protokolams
testavimas. néra.
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Moksliniy tyrimy etapal

2.3. Empirinis tyrimas:

2.3.1. Bloky grandiniy spartinimo naudojant
negrandinines transakcijas pritaikymas 2.2.1
uzdavinyje identifikuotoms praktinéms sritims.

2020 m. lapkricio mén.
— 2021 m. geguzés
men.

publlkacqa Sios
dalies pagrindu.

2.3.2. El. komercijai pritaikyto bloky grandiniy Tolesnl ‘tyr?rf'lal
sprendimo, naudojancio negrandinines transakcijas, M !
tyrimas ir tobulinimas. Ep’[lmlzavynq
riptografijos
2.4. Gauty rezultaty analizé, apibendrinimas, 2021 m. birZelio mén. —| algoritmy
iSvady parengimas: 2021 m. spalio mén. (KZG10 ir kt.),
2.4.1. Gauty rezultaty analizé; kurie jgalina
2.4.2. Rezultaty apibendrinimas, esminiy rezultaty didinti
iSskyrimas; transakcijy
2.4.3. I8vady parengimas. naSumga
duomeny
shardingo
pagalba
3. Atskiry daktaro disertacijos daliy (tyrimo metodikos, | 2021 m. lapkri¢io mén. | Planas nusikéle
rezultaty, ginamy teiginiy, iSvady ir kt.) parengimas: | — 2022 m. geguZés meén.| 4 metams del
3.1. Tiksly, uZdaviniy, tyrimo metodikos, ginamyjy akademiniy
teiginiy patikslinimas; atostogy j 2025-
3.2. Analitinés disertacijos dalies parengimas; 2026.
3.3. Teorinés disertacijos dalies parengimas;
3.4. Eksperimentinés disertacijos dalies parengimas; Pasiiilyta nauja
3.5. Bendryjy iSvady formulavimas. Seima algoritmy
konkreciai
mokslinei
problemai -
multi-skaliarinei
daugybai, kuri
naudojama tiek
ir KZG10
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Moksliniy tyrimy etapai

schemoje, tiek ir
labai placiai
kitur (pvz.
parasy
verifikavime).

Siuo metu yra

parengta 60%
disertacijos.
4. Daktaro disertacijos parengimas ir svarstymas 2022 m. birzelio mén.
padalinyje (planas nusikélé i
2026)
5. Daktaro disertacijos gynimas 2022 m. rugséjo men.
(planas nusikelé
2026)
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Bendruosius gebejimus
stiprinancios veiklos

Dalyko pavadinimas

Data

Programos
trukmé
val.

Programos
apimitis
kreditais
ECTS

Trumpas turinio aprasas

R jvadas

2019-10-30

8

.25

Sie mokymai supaZindina su statistinés bei grafinés
analizés programa R. Pristatomi R naudojimo
principai ir galimybés, pateikiami atskiri atvejai ir
pavyzdzZiai. Mokymy pradZioje sudaroma galimybe
paruosti savo kompiuterius darbui su R.

2019-06-15

1,25

Siame dalyke studentai supaZindinti su teksto
redagavimo programa LaTeX. 1. Instaliavimas ir
paruoiimas darbui; 2. Preambulé; 3. Teksto
redagavimas; 4. Formulés ir specialiis simboliai; 5.
Paveiksléliai ir lentelés; 6. Nuorodos ir
bibliografija; 7. Aplinkos; 8. Pateiktys.

Pedagogine
veikla

Nup 2019 mokslo mety rudens semestrais déstau
savo parengtg kursg ,,Bloky grandiniy
technologijos”

Vadovavau ir S$iuo metu vadovauju bakalauro ir
magistro darbams.
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Kito pusmecio planas (2026)
* Pabaigti rengti disertacija;

* Pagal veliausius tyrimy rezultatus pabaigti rengti
publikacija;
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KZG10 Polynomial Commitments:
Trusted Setup

A common (not desired) requirement for Zero Knowledge schemes;

KZG10 needs prover and verifier to know [s']; and [s'] for
i=0,....n—1;

Secret s must be not be known to anybody and it's computation too hard
to recover it from the given trusted setup;

Secure Multiparty Computation (MPC) is a secure way to generate
Trusted Setup if at least single party is honest;
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KZG10 Polynomial Commitments:
Commitment

KZG10 polynomial commitment is a polynomial evaluated at secret s that
nobody knowns:

[p(s)]1 = [Z pis']y = Z pils'l1 (2)
i—0 i—0

The probability that any another polynomial has the same commitment at
unknown secret s equals to the degree of polynomial (not higher than
trusted setup size) divided by elliptic curve group order. Let's say for the

trusted setup of size 2?° and elliptic curve order 22°° the probability is
226/2255 _ 2—230_
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Multi-Scalar Multiplication:
Pippenger Example
When r is small we group elements by scalar:

S124=2P;+3P,+ 3P3+ 2P, + 1Ps + T1Ps+ 3P; + 2Pg + 2Pg + 3P +
1P;1 + 3P12- 37 group operations

S124=1(Ps+Ps+Py)+2-(P1+Ps+Pg+Pg)+3-(P+Ps3+P;+
Pio+ P13) = 15;+ 2S5, + 3S;.

1S;+ 2S5, + 3S3 =53+ (S3+ S,) + (S3+ S>+ ;) - this needs onIy 4
group operations + 9 group operations for each subsum.
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Multi-Scalar Multiplication:
Pippenger (large scalars)

When ris large we break down each scalar:
h—1

a; = Zﬂfﬁjqjj 0 E aij < il h = [ngq T-|

3=0

Sj Z:Elljjpl—l—{lzjjpg—'—"‘—l—ﬂﬂ:jpn (0 §j§h—l)

mn n h—1 h—1 n
Sﬂ,? :Zatpz :Z (Z a*ijqj) Pz — qj (Z aijpi)

i=1 =1 gji=={] =1

h—1 ‘
e Z q‘?Sj!
7=0

J
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Multi-Scalar Multiplication:
BGMW

Points are fixed for KZG10 (and many other applications of

MSM) so we can nrecompute giP;
h—1

a; = Zﬂfﬁjqjj 0 E aij < il h = [ngq T-|
3=f)

Sj Z:Elljjpl—l—{lgjjpg—""‘—l—ﬂﬂ:jpn (0 §j§h—l)

n h-—1

n n h—1
Sn.r :Zaipi :Z (Z a*ijqj) P, =) > a;-¢P,

i=1 =1 \j=0 =L

This requires at most nh + g - 3 group operations.
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Construction I

Precompute pairs Pi+P;(in addition to BGMW) for indices

nk
tur ‘

i) € U {dt.dt+1,..., (d+1)t—1}, 1i+#7.
d=0
where w denotes the window size in bits, n is the MSM size, k is the
scalar size in bits, and t is the chunk size
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Construction II

 Variant | + Booth indexes

* Precompute pairs P;+ P;and Pi- P;(in addition to BGMW) for indices

nk
tur ‘

i,j € U {dt.dt+1,..., (d+1)t—1}, 1i+#7.

d=0
where w denotes the window size in bits, n is the MSM size, k is the
scalar size in bits, and t is the chunk size
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Construction III

e Construction Il + triples.

* Precompute pairs Pi+ Pj+ Pn, -Pi+ Pj+ Pn, Pi- Pj+ Pn ,Pi+ Pj- P ,in addition
to Construction 1) for indices
|
i,j,me U {dt.dt+1,..._, (d+1)t—1}, i#j, i#m, j#m.
d=0

where w denotes the window size in bits, n is the MSM size, k is the
scalar size in bits, and t is the chunk size
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Experiments: Rust-kzg library

* Implemented in Rust (high performance and safety);
* Contains test suites and benchmarks;

* Used by some real world projects and scientists;

e Over 40 students involved,;

* Opensource (Apache 2.0 license).
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Construction I

Table 3.1: MSM size 2! Fixed-Window vs. Construction [

Fixed Window Construction I Comparision

w Precomp. Time w chunks Precomp. Time

/7 1229KB 00912 7 1 10.66 KB 0.0925 -1.46%
8§ 2458KB 0.0861 4 1 1843 KB 0.0472 45.14%
9 4915KB 0.0845 4 3 4262KB 0.0430 49.36%
10 9830KB 00816 3 ] 89.76 KB 0.0368 54.90%
11 19661 KB 0.0802 3 10 166.56 KB 0.0337 57.98%
12 393.22KB 00792 3 19 30096 KB 0.0306 61.32%
13 78643KB 0.0755 3 50 723.36 KB 0.0281 62.74%
14 157MB 00761 3 50 72336 KB 0.0281 63.05%
15 315MB 00760 3 50 72336 KB 0.0281 62.99%
16 629MB 00709 3 50 723.36 KB 0.0281 60.36%

20/ 26



Construction I

Table 3.6: MSM size 2% Fixed-Window vs. Construction [

Fixed Window Construction [ Comparision

w  Precomp. Time w chunks Precomp. Time

12 1258MB 05244 5 1 10.L18 MB  0.5787 -10.36%
13 2517 MB 04866 6 3 25.10MB  0.4904 -0.77%
14 5033MB 04566 6 6 4987 MB  0.4689 -2.69%
15 100,66 MB 04360 6 12 9470 MB  0.4562 -4.64%
16 201.33MB 03920 6 25 186.71 MB 0.4462 -13.82%
17 402.65MB 03938 6 43 363.66 MB  0.4432 -12.54%
18 80531 MB 03698 6 43 363.66 MB  0.4432 -19.84%
19 161GB 03514 6 43 363.66 MB  0.4432 -26.12%
20 322GB 03318 6 43 363.66 MB  0.4432 -33.58%
21 644GB 03320 6 43 363.66 MB  0.4432 -33.51%
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Construction II

Table 3.7: MSM size 2! Fixed-Window vs. Construction 11

Fixed Window Construction 11 Comparision

w  Precomp. Time w chunks Precomp. Time

7 1229KB 00924 B8 1 1229 KB 0.0911 1.47%
8 2458KB 00862 4 1 2458 KB 0.0435 49.56%
9 4915KB 0.0847 4 2 4915KBE 0.0402 52.53%
10 9830KB 00814 4 4 98.30 KB 0.0360 55.73%
11 19661 KB 0.0805 4 8 196.61 KB 0.0318 60.48%
12 393.22KB 00787 4 16 393.22 KB 0.0292 62.95%
13 78643 KB 00757 4 32 78643 KB 0.0279 63.13%
14 157MB 00762 4 64 1.57 MB  0.0273 64.20%
15 315MB 00760 4 64 1.57 MB  0.0273 64.10%
16 629MB 00706 4 04 1.57 MB  0.0273 61.38%
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Construction II

Table 3.11: MSM size 2° Fixed-Window vs. Construction I1

Fixed Window Construction 11 Comparision

w  Precomp. Time w chunks Precomp. Time

11 315MB 03524 8 1 3.15MB  0.3761 -6.72%
12 629MB 03262 5 1 511 MB  0.3151 3.39%
13 1258MB 0309 6 3 1248 MB  0.2735 11.48%
14 2517MB 02880 6 6 24687 MB  0.2648 8.06%
15 5H033MB 02808 6 10 4021 MB  0.2630 6.33%
16 10066 MB 02542 6 23 91.32MB  0.2588 -1.79%
17 201.33MB 02525 6 43 181.76 MB  0.2577 -2.06%
18 40265MB 02408 6 43 181.76 MB 0.2577 -7.01%
19 80531 MB 02273 6 43 181.76 MB  0.2577 -13.40%
20 161GB 0215 6 43 181.76 MB 0.2577 -19.55%
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Construction III

Table 3.13: MSM size 2! Fixed-Window vs. Construction 111

Fixed Window Construction III Comparision

w  Precomp. Time w chunks Precomp. Time

9 4915KB 0.0848 3 1 33.02KB 0.0475 43.95%
10 9830KB 0.0516e 4 2 98.30 KB  0.0399 51.18%
11 1961 KB 00802 2 2 196.61 KB 0.0375 53.23%
12 393.22KB 0.0792 3 3 31488 KB 0.0346 56.34%
13 78643KB 0.0755 3 4 583.68 KB 0.0320 57.64%
14 157MB 00761 3 b 1.38 MB  0.0287 62.25%
15 315MB 00760 4 10 288MB  0.0269 64.58%
l6e 629MB 00709 4 14 557 MB  0.0254 64.21%
17 1258MB 00747 4 17 829MB  0.0246 67.10%
18 2517MB 00728 4 22 1449 MB  0.0241 66.95%
19 5033MB 00708 4 41 40,68 MB  0.0236 66.73%
20 100.66 MB 0.0683 4 46 51.90 MB 0.0236 65.46%
21 201.33MB 0.0709 4 64 132.66 MB  0.0231 67.43%
22 402.65MB 0.0677 4 64 132.66 MB  0.0231 65.90%
23 80531 MB 0.0703 4 64 132.66 MB  0.0231 67.16%
23 80531 MB 0.0703 4 64 132.66 MB  0.0231 67.16%
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Construction III

Table 3.16: MSM size 2* Fixed-Window vs. Construction I11

Fixed Window Construction III Comparision

w  Precomp. Time w chunks Precomp. Time

14 1258MB 0.1918 5 1 1246 MB  0.1834 4.40%
15 2517 MB 0.1851 4 1 1534 MB  0.1722 7.00%
16 5H033MB 0.1677 6 2 4230 MB  0.1700 -1.37%
17 100,66 MB 0.169% 5 2 52.08 MB 0.1562 7.93%
18 201.33MB 0.1624 5 3 116.91 MB 0.1472 9.36%
19 40265MB 0.1536 6 6 39049 MB 0.1412 8.09%
20 80531 MB 01451 6 8 67017 MB  0.1384 4.63%
21 1.61GB 01513 6 12 1.44GB  0.1356 10.36%
22 322GB 01392 6 15 233GB  0.1345 3.38%
23 644GB 01413 6 21 483 GB 0.1334 5.56%
24 1288GB 01325 6 21 483GB  0.1334 -0.73%
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Further Research

* Complete implementation and benchmarking of a few
more variants (further reduce buckets by one bit,
overlapping chunks).
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