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Abstract: As artificial intelligence has evolved, deep learning models have become important in
extracting and interpreting complex patterns from raw multidimensional data. These models pro-
duce multidimensional embeddings that, while containing a lot of information, are often not directly
understandable. Dimensionality reduction techniques play an important role in transforming multi-
dimensional data into interpretable formats for decision support systems. To address this problem,
the paper presents an analysis of dimensionality reduction and visualization techniques that embrace
complex data representations and are useful inferences for decision systems. A novel framework is
proposed, utilizing a Siamese neural network with a triplet loss function to analyze multidimensional
data encoded into images, thus transforming these data into multidimensional embeddings. This
approach uses dimensionality reduction technigques to transform these embeddings into a lower-
dimensional space. This transformation not only improves interpretability but also maintains the
integrity of the complex data structures. The efficacy of this approach is demonstrated using a
keystroke dynamics dataset. The results support the integration of these visualization techniques into
decision support systems. The visualization process not only simplifies the complexity of the data,
but also reveals deep patterns and relationships hidden in the embeddings. Thus, a comprehensive
framework for visualizing and interpreting complex keystroke dynamics is described, making a
significant contribution to the field of user authentication.

Keywords: dimensionality reduction; data visualization; deep leamning; triplet loss; multidimensional
embeddings; user authentication; decision support
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Abstract

In today’s cyber environment, threats such as data breaches, cyberattacks, and
unauthorized access threaten national security, critical infrastructure, and financial
stability. This research addresses the challenging task of protecting critical infrastructure
from insider threats because of the high level of trust and access these individuals typically
receive. Insiders may obtain a system administrator’s password through close observation
or by deploying software to gather the information. To solve this issue, an innovative
artificial intelligence-based methodology is proposed to identify a user by their password’s

keystroke dynamics. This paper also introduces a new Gabor Filter Matrix Transformation

method to transform numerical values into images by revealing the behavioral pattern of
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ABSTRACT

By enhancing user suthentication protocols, especially in critical infrastructures vulnerable o complex
cyberthreats, we present an advanced approach that integrates a deep leaming-based model and data fusion
techniques applied to analyze keystroke dynamics. With the growing need for robust security measures,
especially in critical infrastructure environments, traditional authentication mechanisms often fail to cope
with advenced threats. Our approach focuses on the unigue behavioral biometric characteristics of keystrokes,
which offers promising opportunities to improve user authentication processes. We have developed a data
fusion-based methodology that utilizes the unigue features of keysiroke dynamics combined with deep
learning techniques to improve wser authentication systems. Using the capabilities of data fusion and deep
learning, the proposed methodology not only captures the complex behavioral biometrics inherent in keystroke
dynamice but also addresses the challenges posed by wvarying password lengths and typing styles. We
conducted extensive experiments on several fixed-text datasefs, including the Camnegie Mellon University
dataset, the KeyRecs dataset, and the GREYC-NISLAB dataset, with a total of approximately 54,000 password
records. Comprehensive experiments on various datasets with different password lengths have shown that
our approach is scalable and accurate for user authentication, which significantly improves the security of
critical infrastructure. By using interpolation-based data fusion technigues to standardize the keystroke data
to a uniform length and employing a Siamese neural network with a triplet loss function, the best equal error
rate of 0.13281 was achieved for the unseen fused data. The integration of deep learning and data fusion
effectively generalizes to different user profiles, demonstrating its adaptability and accuracy in authenticating
users in different scenarios. The findings are crucial for improving security in sensitive applications, ranging
from accessing personal devices to protecting critical infrastruciure.
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Disertacijos tema, tyrimo R il L
- objektai ir tikslas s R

Disertacijos tema:

* Giliuoju mokymusi pagr;stas klavisy paspaudnnq dinamikos autentifikavimas v1d1mq
grésmiy aptikimul ypatingos svarbos infrastruktiroje.

Tikslas:

* Pasialyti Ir jvertinti giliuoju mokymusi ir klavisy paspaudimy dinamika pagrjsta metodika
naudotojy autentifikavimui, ' siekiant - pagerinti vidiniy grésmiy aptikimg kritinés
infrastruktiiros sistemose.

Tyrimo objektai:

* Vartotojo sugeneruoti klaviatoros blometrinial skaitiniai duomenys, metodai vidiniy
grésmiy Identifikavimul Ir neteiséty veiksmy uzkardymui gerinant bendra kiberneting
sauguma.

* Giliojo mokymosi metody kurimas Ir taikymas naudotojy autentifikavimui pagal klavisy

paspaudimy dinamika kritinés infrastrukttiros sistemose, panaudojant Siamo neuroninius
tinklus su triguby nuostoliy funkcija.

» Klavisy paspaudimy duomeny transformavimas j vaizdines reprezentacijas metodai.



. Tyrimo uZdaviniai

 Atliktl iSsamig analiting hteraturos apzvalgq, siekiant iStirti Ir- nustatyt velksmlngusfI'If’\f"ﬂ‘f
naudotojy autentifikavimo metodus ypatingos svarbos infrastruktiiros sistemose, daugiausia

démesio skiriant = elgsenos biometrikos, pavyzdziui, klaviSy paspaudimy dinamikos,
naudojimul ypatingos svarbos infrastruktiiros saugumui didinti.

* Istirti klaviSy paspaudimy ‘dinamikos  duomeny strukturg Ir charakteristikas, siekiant
nustatyti metodus, kKurie gali pagerinti naudotojo identifikavima Ir grésmiy aptikimg pagal
naudotojo spausdinimo elgsena.

* ISnagrinéti sKirtingus masSininio mokymosi metodus ir modelius, siekiant nustatyti jy

gebéjima aptiktl vidines %resmes pagal naudotojo spausdinimo elgsenq Ir jvertinti jy
galimybes pagerinti autentifikavimo tiksluma.

* Sukurti naudotojo autentifikavimo kompleksing sistema ypatingos svarbos infrastruktiiros
padaliniuose, pagrista klavisy paspaudimy dinamika.

* Identifikuoti tinkamas tikslumo metrikas vartotojy autentifikavimo rezultatams jvertinti.

* Atlikt1 sukurtos kompleksinés sistemos efektyvumo jvertinimg, panaudojant viesai
pricinamus klaviSy paspaudimy dinamikos duomeny rinkinius.
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. Ginamieji teiginiai

+ Klavisy paspaudimo  dinamika,” Kaip. elgsenos  biometrijos forma, yra saugesnis. ir
adaptyvesnis naudotojo :autentiSkumo - patvirtinimo budas, palyglntl su tradicinémis

slaptazodziais grindziamomis: sistemomis. Unikalts asmeny rasymo budai gali buti
velksmingal naudojami siekiant aptikti vidines gresmes Ir uzkirsti kelig neteisetai prieigal
prie ypatingos svarbos infrastruktiiros sistemu.

Klavisy paspaudimy dinamikos duomeny transformavimas i vaizdus pagerlna gilaus
mokymosi modeliy efektyvuma. Si transformacija leidzia tikshiau isgauti pozymius, todél
sistema tiksliau atskiria teisétus naudotojus nuo potencialiy jsilauzeliy.

Standartizavus skirtingus klavisy paspaudimy duomenis ir pritaikius duomeny

transformavimo metodus, pavyzdziui pasiulyta GAFMAT, pagereja sukurtos kompleksinés
sistemos efektyvumas. Sukuri naudotojo autentifikavimo kompleksing sistema ypatingos
svarbos infrastruktiiros padaliniuose, pagrjsta klavisy paspaudimy dinamika.

Pasiulyta naudotojo autentifikavimo kompleksiné sistema praktlskal pritaitkoma realioje
kritinés infrastrukturos aplinkoje. Ji buvo jvertinta naudojant viesai prieinamus duomeny
rinkinius 1r eksperimentinius tyrimus, kurie jrodo jos pritaikomuma, universalumg ir auksto
lygio saugumo potencialg aplinkoje, kurioje naudotojy elgsena laikui bégant gali kisti.
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* Naujos klaviSy paspaudimo duomenq transformavimo metodikos sukiirimas. Gabor Filter

Matrix Transformation (GAFMAT) - skaitiniy ‘duomeny transformacija j Vaizdinius
formatus kas leidzia padidinti konvoliuciniy neuroniniy tinkly gebéjima iSgauti pozymius 1S
transformuoty duomenuy, 0 tai leidzia pagerinti autentifikavimo tiksluma.

* Pasiiilyta nauja skirtingy klaviSy paspaudimy duomeny rinkiniy standartizavimo metodika,
skirtg klavisy paspaudimo pozymiams normalizuoti jvairtuose duomeny rinkiniuose.

 Pasiiilyta kompleksiné sistema vidiniy grésmiy aptikimui kritinés infrastruktiiros
padaliniuose, pritaikant giliuosius neuroninius tinklus elgsenos biometriniams duomenims
analizuoti. ] sukurta kompleksine sistema buvo Integruotas duomeny transformavimas j
vaizdy metodas GAFMAT, kuris leido pagerinti naudotojo autentifikavimo tiksluma.

Mokslinis darbo naujumas Rl
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Apibeéndrinimas ir iSvados

+ Darbe nustatyta, kad klayisy paspaudimo dinamika, kaip elgsenos biometrija, gali uztikrinti

saugesne Ir universalesn¢ autentifikavima, palyginti su tradicinémis slaptazodziais
grindziamomis Sistemomis.

 Klavisy paspaudimy dinamikos. transformavimas'j vaizdus naudojant Gaboro filtro matricos
transformacija (GAFMAT) pagerino pozymiy isskyrimo ir gilaus mokymosi modeliy
tiksluma. :

* Atlikty eksperimenty rezultatai parode, kad siiloma kompleksiné autentifikavimo sistema
sumazina vienodg klaidy lygi (angl. EER) ir padidina autentifikavimo tiksluma, taip
patvirtindama sistemos efektyvuma nustatant anomalijas ir uzkertant kelig neteisétai
prieigal.

« Daugiamatés jterpties Vvizualizavimo rezultatal pagerino sprendimy paramos galimybes
vartotojo autentiSkumo nustatymo naudojant klavisy paspaudimy dinamika kontekste.
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+ GAFMAT metodo, skirto nevaizdiniams ar. skaitiniams duomenims transformuoti j vaizdus,

jdiegimas, Kuris padldlna duomeny panaudOJlmO universalumg Ir iSplecia jy taikymg gllaus
mokymosi uzduotims. Panaudojant Sj metoda buvo parodytas ir pagristas jo efektyvumas
tieck CMU, tiek GREYC-NISLAB duomeny rinkiniuose. CMU duomeny rinkinyje buvo
gautas EER 0,04545, vidutinis tikslumas - 98,9 %. Panaudojus GREYC-NISLAB duomeny
rinkinj buvo gautas ~98 9% tikslumas ir EER svyravo nuo 0,044 iki 0,0755. Gauti rezultatai
jrodo metodo efektyvuma atskiriant teisetus haudotojus nuo potencialiy jsilauzimy.

Praplec¢iant kompleksinés autentifikavimo sistemos pritaikomumg, buvo apjungti CMU,
KeyRecs, GREYC-NISLAB duomeny rinkiniai, pasitelkiant skirtingus |nterpoI|aV|mo
metodus. Gauti rezultatai rodo, kad tiesiné mterpollacua yra subalansuotas metodas,
leidziantis pasiektl maziausia v1dut1n; EER Ir pasizymintis stabiliu efektyvumu apjungiant
skirtingus duomeny rinkinius.

Naudojant konkreCias Interpoliacija pagrjstas duomeny sujungimo strategijas, taip pat
Slamo neuroninj tinklg Su triguby nuostoliy funkcua pasiektas geriausias EER
nematytiems skirtingiems standartizuotiems duomenims buvo 0,13281. Tai rodo, jog Sis
metodas gali iSplésti naudotojy autentifikavimo sistemy gallmybes taip uztikrinant
patikimesnes saugumo priemones kritinéms infrastrukttiroms.

Apibéndrinimas ir iSvados Ko Mo it
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Apibéndrinimas ir i§vados Rl

« Parengtas disertacijos rankrastis: Jvadas parengtas daugiau kaip 90 %, literaturos apzvalga =
daugiau kaip 80 %. Empiriniy rezultaty iSbaigtumo lygis yra daugiau nei 70 %, iSvados taip
pat yra daugiau-nei 70 % isbaigtos. Literatiiros sarasas talp pat atitinka reikalavimus, Jo
iSbaigtumas yra daugiau kaip 80.%.
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* Baigti disertacijos raSymo prdces'a;,. pagerinti disertacijos kokybe pagal
vadovo pastabas, gautas recenzenty pastabas.

 Daktaro disertacijos gynimas.
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VARTOTOJU AUTENTIFIKAVIMAS
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Fig. 2 Schematic representation of the user authentication process using an intrusion detection
system and an intrusion prevention system based on user typing behavior.
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Fig. 3 Schematic representation of the proposed framework for time series transformation from keystroke
biometric data features into images and training process of Siamese neural network with CNN branches
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Fig. 4 Transforming the time series features of keystroke dynamics into an image using the
GAFMAT approach: the process illustrates the application of Gabor filters to emphasize
significant features in the data, followed by transforming the filtered data into a two-
dimensional image that represents typing behavior
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Accuracyt
EER)
AUCYT

AP _ED|
AN_ED?T
AP STD|
AN_STD|
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AP _CS?t
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Accuracy?t
EER|
AUC?T

AP _ED|
AN_ED?T
AP STD|
AN_STD|
AN_CS|
AP _CS?t

v S
(o) \2)
Moy WS

Non-Image to Image Transformation Methods

GADF

0.99077
0.04794
0.98612
0.44127
1.72784
0.27487
0.32888
0.45772
0.77936

leonardo
dicaprio

0.97656
0.07552
0.97824
0.44736
1.55644
0.24318
0.40601
0.49905
0.77632

GAFMAT palyginimas su Kitais metodais =g

GASF

0.98473
0.05540
0.98290
0.47255
1.71689
0.29295
0.34455
0.45264
0.76373

RP

0.98331
0.05327
0.98394
0.43633
1.68884
0.28245
0.34881
0.46871
0.78183

MTF

0.94744
0.12074
0.94862
0.56487
1.59469
0.36906
0.40005
0.46011
0.71756

Passwords (GREYC-NISLAB)

the
rolling
stones

0.98698
0.04688
0.98667
0.43986
1.61202
0.21992
0.37381
0.48703
0.78007

michaell
schu-
macher

0.99219
0.0651

0.98771
0.39958
1.48864
0.20467
0.38351
0.52795
0.80021

red hot
chilli

peppers

0.97778
0.04444
0.98272
0.45165
1.63478
0.21505
0.38917
0.47839
0.77417

Rezultatal =

Review

GAFMAT

0.98935
0.04545

0.98668

0.48600

1.76378 ; :

0.31383 Table 1 Results of image transformation methods on
0.31295 keystroke dynamics data from the CMU dataset using
il GADF, GASF, RP, MTF, and GAFMAT algorithms:

0.75700 : . LR
Metrics-based evaluation on validation data.

Artificial Intelligence Review

united
states of
america

0.99220

0.04688

0.98847

0.39566 _ _ _
1.61275 Table 2 Results using different accuracy metrics for

Rl passwords from GREYC-NISLAB on validation dataset

0.49790 when transforming time series features of keystroke
0.80217 dynamics into an image using the GAFMAT algorithm.
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Fig 6. Multidimensional data visualizations
by using different dimensionality reduction
techniques: (a) PCA, (b) LLE, (c) UMAP, (d)
t-SNE. Each color corresponds to a different
user in the CMU dataset

Rezultatal o

Daugiamaciuy duomenu vizualizavimas informatics

(d) t-SNE

Fig 7. Visualization of multidimensional embeddings obtained by
Siamese neural network using different dimensionality reduction
techniques (p = 256): (a) PCA, (b) LLE, (c) UMAP, (d) t-SNE. Each
color corresponds to a different user in the CMU dataset
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Fig. 9 Examples of visualizations that show password typing patterns of the same user
and the other randomly selected users



Metrics

Accuracy (best)
Accuracy (mean)
Accuracy (std)
EER (best)

EER (mean)
EER (std)

Metrics

Accuracy (best)
Accuracy (mean)
Accuracy (std)
EER (best)

EER (mean)
EER (std)

Time series interpolation
Cubic

0.94141
0.91685
0.01282
0.15625
0.17634
0.01423

Linear

0.91797
0.90737
0.00828
0.13672
0.16462
0.01423

Nearest Neighbor

0.92969
0.91574
0.01062
0.15625
0.17913
0.02007

Time series interpolation

Cubic

0.91406
0.87956
0.01648
0.21484
0.21940
0.00417

Linear

0.91406
0.89779
0.01569
0.15625
0.19401
0.02296

Nearest Neighbor

0.90625
0.89338
0.01264
0.18359
0.20833
0.01909

| Rezultatal
. Duomeny suliejimas

Post-resizing with interpolation
Bilinear

0.92578
0.91016
0.01772
0.16016
0.17188
0.02738

Bicubic

0.91406
0.90234
0.00835
0.15234
0.18025
0.01376

Nearest Neighbor

0.94141
0.91016
0.01235
0.16016
0.17187
0.01023

Post-resizing with interpolation

Bilinear

0.90625
0.89338
0.00941
0.17188
0.19141
0.01256

Bicubic

0.89844
0.88346
0.01159
0.18750
0.20443
0.01120

Nearest Neighbor

0.91016
0.89388
0.01137
0.15625
0.18424
0.01633

Datasets

Metrics

Accuracy (best)
Accuracy (mean)

Accuracy (std)
EER (best)
EER (mean)
EER (std)

LDC

0.93750
0.87500
0.03608
0.15625
0.19792

MS

0.96875
0.93229
0.04199
0.15625
0.18750

RHCP

1.00000
0.87500
0.06250
0.15625
0.21354
0.02329

0.02552 0.04199

TRS

0.96875
0.89583
0.03898
0.1250
0.17708
0.02946

USA

0.90625
0.83854
0.04199
0.15625
0.22396
0.03335
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Table 3 Performance measures using the CMU
dataset using different interpolation methods
for time series data and image post-resizing

Table 4 Performance measures using the
KeyRecs dataset using different interpolation
techniques

Table 5 Performance measures using the GREYC-NISLAB datasets
using linear interpolation technique
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 Pirmajame eksperimente slaptazodZiy frazés 1§ KeyRecs, CMU ir GREYC-NISLAB duomenuy
rinkiniy buvo sujungtos j vieng .duomeny rinkij, kad buty galima apmokyti SNN model;.
Apmokytas modelis buvo jvertintas naudojant nematyta pavyzdziy poaibj, kurj sudaré 15 %
naudotojy 18 kKiekvieno i$ Siy duomeny rinkiniy.

« Antrasis eksperimentas buvo skirtas pastebétoms efektyvumo problemoms, susijusioms su
ilgesnémis slaptazodziy frazémis, spresti. Siuo atveju KeyRecs ir GREYC-NISLAB duomeny
rinkinial buvo sujungti, nejtraukiant ilgesniy RHCP ir USA slaptazodziy fraziy, nes buvo
pripazinta, kad ankstesnése analizése juy rezultatai buvo prastesni. Apmokytas modelis buvo
jvertintas naudojant visus CMU duomenis.

* Treciajame eksperimente ; KeyRecs, CMU ir GREYC-NISLAB duomeny rinkiniy susiliejima
nebuvo jtrauktos RHCP ir JAV slaptazodziy frazés, darant priclaidg, kad pasalinus ilgesnes
slaptazodziy frazes gali pageréti bendras efektyvumas. Po to apmokytas modelis buvo
iSbandytas su nematytu 15 % naudotojy 1S CMU duomeny rinkinio.
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Metodikos efektyvumui jvertinti-buvo taikoma ANOVA metodas, skirtas statistiskai ivertinti
skirtingy interpoliavimo metody veiksminguma. Atlikus analize gautos p-reikSmeés virsijo 0,05
riba, 0 tal rodo, kad interpoliavimo metody veiksmingumas jprastu reikSmingumo lygmeniu
statistiSkai reikSmingai nesiskiria.

Naudojant konkrecias interpoliacija pagristas duomeny sujungimo strategijas, taip pat Siamo
neuroninj tinklg su triguby nuostoliy funkcija, pasiektas geriausias EER nematytiems
skirtingiems standartizuotiems duomenims buvo 0,13281.
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