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Doktoranturos moksliniy tyrimuy ir
disertacijos rengimo etapai

Darbo pavadinimas Atlikimo terminai Pastabos

Moksliniy tyrimy disertacijos tema apZvalga ir 2020 m. spalio mén. — 2021 Atlikus literatiros analiz¢ pavyko
analizé (Lietuvoje ir uzsienyje): m. Tugse€jo meén. identifikuoti problemos sprendimo biidus
panaudojant dirbtinius neuroninius tinklus.

Pateiktas naujas autoriaus pasiiilytas metodas
(GAFMAT) skaitiniams duomenims
2.1. Tyrimo metodikos sudarymas: konvertuoti j vaizdinius. Siekiant jvertinti §io
2.1.1. Tyrimo metodikos iSkeltiems uzdaviniams naujo metodo veiksminguma, atlikta iSsami
spresti parinkimas; spalio mén. — lyginamoji analiz€ naudojant Siamo
2.1.2. Teorinio ir empirinio tyrimy suplanavimas sausio men. neuroninius tinklus, gauti rezultatai palyginti
pagal pasirinkta metodika. su esamomis metodikomis, apraSytomis
literatiiroje. Gauti eksperimentinio tyrimo
vasario mén. — rezultatai lyginami tarpusavyje. Tyrimai
rugsejo men. rodo, jog konvertavus skaitines reikSmes |
vaizdus galima pagerinti vartotojy
klasifikavimo rezultatg, lyginant su
masininio mokymosi algoritmais, bei
klasikiniais dirbtiniais neuroniniais tinklais
spalio mén. — kuomet klasifikavimui naudojami skaitiniai
rugséjo meén. duomenys.

Mokslinio tyrimo vykdymas:

2.2. Teorinis tyrimas:

2.2.1. MaSininio mokymosi metody, naudojamy
kompiuteriy tinkluose jsilauZimy prevencijai,
tyrimas.

2.2.2.

2.3. Empirinis tyrimas:

2.3.1. Sudaryty metody pritaikymas praktiniy
uzdaviniy sprendimui.

2.3.2. Gauty duomenu analizé,

rezultaty apibendrinimas, iSvady parengimas.




Atskiry daktaro disertacijos daliy
(tyrimo metodikos, rezultaty,
ginamy teiginiy, isvady, ir kt.)
parengimas:

3.1. Tiksly, uzdaviniy, tyrimo
metodikos, ginamyjy teiginiy
patikslinimas;

3.2. Analitinés disertacijos dalies
parengimas;

3.3. Teorinés disertacijos dalies
parengimas;

3.4. Eksperimentinés disertacijos
dalies parengimas;

3.5. Bendryjy isvady

formulavimas.

Daktaro disertacijos parengimas
ir svarstymas padalinyje

Daktaro disertacijos gynimas

Doktoranturos moksliniy tyrimuy ir

disertacijos rengimo etapai

2023 m. spalio
meén. - 2024 m.
geguzés men.

2024 m. birzelio
men.
2024 m. rugséjo
men.

Pasitlyta dimensijos mazinimu pagrista vizualizavimo metodika,
kurioje unikaliai integruojami dimensijos mazinimo metodai ir Siamo
neuroniniai tinklai su trigubo nuostolio funkcija. Metodika sukurta
sudétingiems daugiamaciams giliyjy neuroniniy tinkly jterpiniams
interpretuoti ir vizualizuoti, siekiant pagerinti didelés apimties
duomeny interpretavima ir analize. Siulomos metodikos efektyvumas
jvertintas panaudojant klavisy paspaudimy dinamikos duomeny rinkinj,
skirtag naudotojo autentifikavimo problemai spresti. Pasitilytas naujas
metodas GAFMAT (GAbor Filter MAtrix Transformation), skirtas
nevaizdiniams duomenims transformuoti i vaizdus. Sis klavisy
paspaudimy dinamikos transformavimas j vaizdus atskleidzia esminius
elgesio bruozus, susijusius su slaptazodzio jvedimu. Pasililyto metodo
efektyvumas jrodytas naudojant viesai prieinamus duomeny rinkinius.
Pasidlyta jvairiy klavisy paspaudimy dinamikos ilgiy suvienodinimo
strategija skirtingiems duomeny rinkiniams. Tai leidzia sukurti giliuoju
mokymusi pagrista modelj, kuris gali prisitaikyti prie bet kokio ilgio
slaptazodziy, kad bity galima sukurti tikslesne ir bendresne naudotojo
autentifikavimo sistema.




Disertacijos tema, tyrimo objektai ir tikslas

Preliminari disertacijos tema:

» Anomaliniy jvykiy identifikavimas ir jy uzkardymas kompiuteriy tinkluose taikant
masininio mokymosi metodus.

Tyrimo objektai:

» vartotojo sugeneruoti klaviatiiros, pelés biometriniai duomenys, bei masininio mokymosi
metody taikymas anomaliniy jvykiy identifikavimui ir neteisety veiksmy uzkardymui.

Tikslas:

»pasitlyti metodika sistemos vartotojui autentifikuoti pagal jo biometrinius elgsenos
duomenis siekiant uzkardyti insaiderio veiklg bei apsaugoti sistemg nuo jo neteiséty
veilksmy.



Tyrimo uzdaviniai

» Atlikti 1Ssamig literatiiros analiting apzvalgg, siekiant identifikuoti tinkamus metodus
anomaliniy jvykiy identifikavimui 1r insaiderio uzkardymui kompiuteriy tinkluose;

» Atlikti skirtingy masininio mokymosi metody, skirty anomaliniy jvykiy identifikavimui ir
insaiderio uzkardymui kompiuteriy tinkluose, analiz¢ ir tyrima;

» Sukurti metodika, apimancig masininiu mokymusi gristus algoritmus, sistemos vartotojui
autentifikuoti pagal jo biometrinius elgsenos duomenis;

» [vertinti sukurtos metodikos efektyvuma realaus laiko duomenims atliekant
eksperimentinius tyrimus;

» Atlikti gauty rezultaty analize: rezultaty apibendrinimas, iSvady parengimas.
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Fig. 1 Schematic representation of the user authentication process using an intrusion detection
system and an intrusion prevention system based on user typing behavior.
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Fig. 2 Schematic representation of the proposed framework for time series transformation from keystroke biometric
data features into images and training process of Siamese neural network with CNN branches
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Algorithm 1 Gabor Filter algorithm

1: function GaborFilter(discrete_signal, 0,0, X\, 1, ~)

2: n < length of discrete_signal

3: Initialize x as array of size n generating evenly;

spaced values in an interval (—30, 30)
X < x - cos(6)
Initialize gabor as an empty array of size n
gabor + exp (—0.5 - (§)2> -cos (2m - £ 4+ 1))
gabor
\/ S0, gaborli]?
gabor < Convolution(discrete_signal , gabor)

9: return gabor
10: end function

gabor +

10 15 20
Features of keystrokes

Non-Image
to Image

Algorithm 2 GAFMAT algorithm

Require: discrete_signal,o_list,0_list, \_list ,v_list,~y_list
n < length of discrete_signal

image < create zero array of size n

combinations < CartesianProduct (o _list, 6_list,
A_list p_list,~y_list)

> The set of all possible pairs (see Table 2)

1:
2:
3:

4. for each (0,0, \,1,7) in combinations do

gabortemp < gabor (discrete_signal , 0,0, \,1,)

> see Algorithm 1

gabor < transpose(gabortemp)
image2D < OuterProduct(image, gabor)

: end for
: return image2D
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Data Preparation

CMU dataset (51 [ 46 users, ]
1 S

user, 20400
samples)

Network training Network testing Split into a"nchor and ]
l positive samples
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—
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Fig. 3 a) The process of preparing data for model training/validation and testing; b) Splitting CMU data into an

anchor and positive samples for each transformed dataset using GASF, GADF, MTF, RP, and GAFMAT
methods for triplet preparation
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Results

Non-Image to Image Transformation Methods Table 1 Results of image transformation methods
Metrics GADF  GASF RP Ve TN L Tl on keystroke dynamics data from the CMU dataset
Accuracy?  0.99077  0.98473  0.98331  0.94744 0.98935 using GADF, GASF, RP, MTF, and GAFMAT
EER| 0.04794 0.05540  0.05327  0.12074 0.04545 algorithms: Metrics-based evaluation on validation

AUC? 0.98612  0.98290  0.98394  0.94862 0.98668 data.
AP _ED| 0.44127  0.47255  0.43633  0.56487 0.48600
AN _ED? 1.72784  1.71689  1.68884  1.59469 1.76378
AP STD| 027487  0.29295  0.28245  0.36906 0.31383
AN_STD|  0.32888  0.34455  0.34881  0.40005 0.31295
AN_CS| 0.45772  0.45264  0.46871  0.46011 0.43755
AP_CSt 0.77936  0.76373  0.78183  0.71756 0.75700

Table 2 Results of image transformation methods
on keystroke dynamics data from the CMU dataset
using GADF, GASF, RP, MTF, and GAFMAT
algorithms: Metrics-based evaluation on test data.

Non-Image to Image Transformation Methods
Metrics GADF GASF RP MTF GAFMAT

Accuracy? 0.99077 0.98473 0.98331 0.94744 0.98935
EER| 0.04794 0.05540 0.05327 0.12074 0.04545
AUCYT 0.98612 0.98290 0.98394 0.94862 0.98668
AP_ED| 0.44127 0.47255 0.43633 0.56487 0.48600
AN_ED? 1.72784 1.71689 1.68884 1.59469 1.76378
AP _STD| 0.27487 0.29295 0.28245 0.36906 0.31383
AN_STD| 0.32888 0.34455 0.34881 0.40005 0.31295
AN_CS| 0.45772 0.45264 0.46871 0.46011 0.43755
AP_CS?T 0.77936 0.76373 0.78183 0.71756 0.75700
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Results
~ Awhos [ Method [ EER |

0.04545

0.0554

This Paper GADF 0.04794
RP 0.05327

MTF 0.12074

Killourhy (original) [11] Manhattan (scaled) 0.096
Zhong et al. [8] Nearest Neighbor (new distance metric) + outlier removal | 0.084
Zhong et al. [8] Nearest Neighbor (new distance metric) 0.087

Hayreddin et al. [35] Convolutional Neural Network 0.065
Ivannikova et al. [53] Dependence Clustering with Manhattan 0.077
Sae-Bae et al. [54] Manhattan (scaled with standard deviation) 0.0916

Table 3 Performance evaluation for CMU dataset passwords on validation
data: a comparison of results

Monaco et al. [36] Inductive transfer encoder (Manhattan distance) 0.063

17



e - — - ——

eeesssnee

.
-

I eeee s s ens B & 2% £ 8% E
(a) leonardo dicaprio (b) the rolling stones

SESERRIREEC

=2 *:i§§;:xf§;.

(e) united states of america

GAFMAT Method Validation
Using the GREYC Dataset

* In the initial phase of the experiments section, using tﬂe&MU

dataset, we empirically established that our proposed method,
called GAFMAT, provides the lowest EER value.

» The GREYC-NISLAB dataset was collected in 2013 and includes
five passwords entered by 110 users. The passwords are as
follows:

o 1. "leonardo dicaprio”
o 2. "the rolling stones"
o 3. "michael schumacher”
o 4. "red hot chilli peppers"
o 5. "united states of america”
» The dataset of a single password consists of 2200 samples. In total,

the dataset consists of 11000 data samples corresponding to 110
users, 20 samples per user.



Metrics

Accuracy?
EER]

AUC?H

AP ED|
AN _ED?t
AP STD|
AN STD|
AN_CS|
AP_CSt

Metrics

Accuracy?
EER]|

AUC?

AP ED|
AN_ED?
AP _STD|
AN STD|
AN_CS|
AP_CSt

leonardo
dicaprio

0.97656
0.07552
0.97824
0.44736
1.55644
0.24318
0.40601
0.49905
0.77632

leonardo
dicaprio

0.84000
0.16000
0.90320
0.78894
1.55808
0.41371
0.40956
0.41324
0.60553

the
rolling
stones

0.98698
0.04688
0.98667
0.43986
1.61202
0.21992
0.37381
0.48703
0.78007

Results: GAFMAT method validation

Passwords (GREYC-NISLAB)

michaell
schu-
macher

0.99219
0.0651

0.98771
0.39958
1.48864
0.20467
0.38351
0.52795
0.80021

red hot
chilli

peppers

0.97778
0.04444
0.98272
0.45165
1.63478
0.21505
0.38917
0.47839
0.77417

Passwords (GREYC-NISLAB)

the
rolling
stones

0.86000
0.20000
0.85920
0.86642
1.49985
0.40861
0.41111
0.40843
0.56679

michaell
schu-
macher

0.86000
0.22000
0.85400
0.67407
1.33055
0.31141
0.49554
0.49884
0.66297

red hot
chilli

peppers

0.84000
0.22000
0.86680
0.87670
1.55131
0.44201
0.40963
0.39300
0.56165

Table 4 Results using different accuracy metrics for
united passwords from GREYC-NISLAB on validation dataset
el \When transforming time series features of keystroke

Z_I;;r;ga dynamics into an image using the GAFMAT algorithm.

0.04688
0.98847
0.39566
1.61275
0.19676
0.38013
0.49790
0.80217

Table 5 Results using different accuracy metrics for
united passwords from GREYC-NISLAB on a test dataset when
Ztljl‘;fc:f transforming time series features of keystroke dynamics
IO into an image using the GAFMAT algorithm.

0.14000
0.89240
0.75085
1.50073
0.43587
0.42794
0.43711
0.62458 19



Exploring Multidimensional Embeddings
for Decision Support Using Advanced
Visualization Techniques

Principal Component Analysis (PCA)

t-distributed Stochastic Neighbour
Embedding (t-SNE)

Local Linear Embedding (LLE)

Uniform Manifold Approximation and
Projection (UMAP)

Fig 4. The visualization framework based on dimensionality reduction for
multidimensional embedding analysis in decision support

20




Exploring Multidimensional Embeddings
for Decision Support Using Advanced
Visualization Techniques

Fig 5. Multidimensional data visualizations by using different
dimensionality reduction techniques: (a) PCA, (b) LLE, (c)
UMAP, (d) t-SNE. Each color corresponds to a different user in
il the CMU dataset 71

(d) t-SNE



Exploring Multidimensional Embeddings
for Decision Support Using Advanced
Visualization Techniques

Fig 6. Visualization of multidimensional embeddings obtained
by Siamese neural network using different dimensionality
reduction techniques (p = 256): (a) PCA, (b) LLE, (c) UMAP,
(d) t-SNE. Each color corresponds to a different user in the

(d) t-SNE CMU dataset >




Exploring Multidimensional Embeddings
for Decision Support Using Advanced
Visualization Techniques

Fig. 7 Examples of visualizations that show password typing
patterns of the same user and the other randomly selected users

23



Kito pusmecio darbo planas

» Publikacija mokslo leidinyje, turinCiame cituojamumo rodiklj Clarivate Analytics Web of
Science duomeny bazeje (planuojama jteikti 2024 m. balandZio mén., COMPUTER
STANDARDS & INTERFACES);

» Tiksly, uzdaviniy, tyrimo metodikos, ginamuyjy teiginiy patikslinimas;
» Analitinés disertacijos dalies patikslinimas;

» Teorinés disertacijos dalies patikslinimas;

» Eksperimentinés disertacijos dalies patikslinimas;

» Bendryjy iSvady formulavimas;

» Daktaro disertacijos parengimas.
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