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IInnttrroodduuccttiioonn 

In today's dynamic cyber environment, threats as data breaches, cyber -aacks, unauthorized access threaten naonal security, a nd crical 
infrastructures. This research addresses the challenging task of protecng crical infrastructures from insider threats. To solve this problem, an 
innovave deep learning -based system for user idenĮcaon using stac authencaon is proposed. The study involves the tr ansformaon of keystroke 
data from numerical or non -image data to image data to increase the intrusion detecon capability and user authencaon accur acy. New GAFMAT 
(GAbor Filter MAtrix Transformaon) method for transforming numerical values into graphical representaon using the Gabor Į lter is presented. 
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Fig. 1.  Vizualizing keystroke dynamics capturing model when user is typing his password

Fig. 2.  Emphasizing the me -series features of keystroke 
dynamics using Gabor Įlter: blue for the discrete signal, 
dashed orange for the discrete signal aŌer applying Gabor 
Įlter

Fig. 3.  The result of transforming the features of 
keystroke dynamics into an image using GAFMAT, 
RP, MTF, GASF, GADF  methods

Fig. 4.  User authencaon process with Intrusion detecon and Intrusion prevenon systems 
based on user typing behavior using a Siamese neural network with triplet loss funcon

Fig. 5.  Schemac representaon of the proposed framework for me series transformaon into images and training 
process of Siamese neural network with CNN branching to further improve the user authencaon process
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Fig. 6.  The process of preparing CMU 1 data 
for model training/validaon and for tesng 
the trained network

Fig. 7.  Spling data into an anchor and 
posive samples for each transformed 
dataset for triplet preparaon

Table 1.  Results of diīerent metrics for passwords from 
GREYC-NISLAB2 on a validaon dataset when transforming 
me series features of keystroke dynamics into GAFMAT 

Table 2. Results of image transformaon 
methods on keystroke dynamics data from the 
CMU Dataset using GADF3, GASF3, RP3, MTF3, 
and GAFMAT
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A Siamese neural network with a triplet loss funcon is used to detect anomalies or unauthorized intrusion into crical inf rastructures. Network analyzes 
the unique characteriscs of a user's password typing and compares them with previously typed passwords. 


