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INTRODUCTION

GOAL

« The security of data is becoming ever more important.

« The aim of our project is to develop a
profotype for thematic email generation to
be used in phishing prevention.

« Phishing is the most common type of social engineering.

« The abilities of companies and individual users to detfect phishing
emails are offen limited.

« Our work-in-progress includes a nafural
language generation methodology that uses
machine learning, NLP and rule-based

« We present a work-in-progress for fraining fool which uses
generatecd emails for simulations of different types of data theff.

« Such solution would enable automartic idenfification of fraudulent

engine.
emails and could be used for preventing phishing attacks.
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Name in body Elisabeth True

Profession
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RESULTS

Text Generation Samples

Mailyn@cedel.cu Elisabeth True A DONATION OF
300,000.00 $ TO YOU 2022-09-04 20:12:55 Elisabeth
True mailyn@cedel.cu.

Hello You have been selected to receive a donation of $
300,000.00 from Elisabeth True | won the Nigeria Lottery
valued at $396.9 million, and I'm donating a portion of it
to ten lucky people and charities. This donation is in
memory of my late son who died of cancer and the
improvement of the lives of many people affected by this
coronavirus. Reply to this email for more information:
sheryliclaiminc509@gmail.com Greetings, Elisabeth True
sheryliclaiminc509@gmail.com.

CONCLUSIONS

different types of actions the victims of
clata theft are forced fto perform through
emails.
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FUTURE PLANS

« The methodology focuses on simulations of « Creatfing sefs of rules (document plans) for generation of
higher variety of malicious emails.

« Using different language mocdlels for generation.

« Possible reuse of the fool for other text types.

variation of text sfructure to avoid « Simulating texts for various scenarios such as cyber or

repeftifiveness and rigidity in the generated
emails.

propaganda attacks.



