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Introduction

Robotic process automation (RPA) is the use of scripts and specialized software to efficiently automate repetitive and routine tasks that are usually performed by company employees. As any new technology, RPA has a
number of potential cybersecurity weaknesses, caused ether by fundamental logical mistakes in the approach, or by cyber-human mistakes made during the implementation, configuration and operation phases. It is important
to have an extensive understanding of the related risks before RPA integration into enterprise IT infrastructure.

The main asset operated by RPA is confidential enterprise data. Data leakage and theft are the two main threats. The main risks associated with the integration of robotic process automation can be divided into two
groups: Compliance risks and Operational risks.

Root causes for RPA security risks:

* Confidential data, such as consumer data processed by RPA, can be accessed by attackers if appropriate security measures are not taken.

* Credentials for automating robotic processes are usually remain unchanged and unprotected. A cyber attacker can hijack them, use them to elevate privileges and quickly gain access to systems and data.

* RPA passwords are often exchanged in a plaintext. A cybercriminal can intercept these accounts and passwords, use them to elevate privileges and transfer data in other directions to gain access to confidential
networks, software and data.

e Passwords can be extracted by malicious insiders or system administrators.

Classical risk management approach suggests that before finding the countermeasures it is necessary to identify the existing threats and risks. One of the methods for doing so is a threat modeling. The information security
threat model is a description of existing threats, their categories, and the possibility of increasing or decreasing the threat priority. The threat modeling tool is a key element of the development lifecycle of secure applications.
It allows developers to identify and fix potential security issues at an early stage. Still, despite the RPA security topic importance and notoriety of threat modeling approach in cybersecurity not too much research is being done.

In this research we present threat modeling for RPA case scenarios in the financial sector. Microsoft Threat Modeling Tool was used as a threat modeling tool. The construction of case models made it possible to identify
risks, the categories to which they belong, their description with the possibility of raising or lowering the priority of the threat, analyze trust boundaries for software robots on real samples.
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